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Abstract

This study aims to formulate an integrative framework unifying digital accountability and citizenship
ethics to build a sustainable financial technology ecosystem. The study employs a qualitative exploratory
design through a systematic literature review and policy document analysis. The research identifies that
accountability is framed procedurally rather than substantively, leaving automated decisions unexplained
and users vulnerable. Three interrelated conditions emerge: formal compliance without moral
justification, algorithmic opacity, and asymmetrical user positioning. Consequently, the proposed
hierarchical framework rests on four interdependent pillars: Accountability by Design as a technical
foundation, Algorithmic Transparency as an informational prerequisite, Citizenship Ethics as a bridge
between providers and users, and Environmental, Social, and Governance integration as an evaluative
instrument. This research contributes by transforming ethics from normative appeals into testable
specifications, offering a pathway toward financial technology systems that are not only efficient but
also just, transparent, and socially responsible.
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1. Introduction

Financial technology has transformed the ways individuals engage with banking services
and access capital. This transformation extends beyond mere technical advancements. It modifies
the dynamics between people and financial organizations. When FinTech advances more rapidly
than regulatory frameworks can adapt, new systemic risks arise on a larger economic scale (Arner
et al., 2023). Thus, it is more appropriate to view FinTech as a socio-technical system rather than
simply a tool. This understanding is particularly crucial in developing economies, where the uptake
of such technologies often exceeds the establishment of ethical guidelines and regulatory systems.

Regulatory measures have not achieved the same speed as technological progress. This
discrepancy has led to a lack of accountability within the realm of digital finance. In reality,
accountability often ceases at the stage of technical compliance and official documentation. The
ethical issue regarding the impact of algorithms on individuals is frequently overlooked. For a
thriving digital economy, Anshari et al. (2022) argue that transparency must exceed basic legal
requirements. It should be accessible and understandable to users who do not possess technical
knowledge. When accountability is unclear, public confidence diminishes. With time, this decline
undermines the legitimacy of the FinTech framework itself.

Addressing ethics within artificial intelligence and machine learning poses an additional
hurdle. Automated systems for credit scoring can perpetuate existing social and economic
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inequalities. As demonstrated by Dwivedi et al. (2021), unethical algorithms can lead to new kinds
of digital exclusion. FinTech does not operate in a value-neutral manner. Each piece of code
embodies decisions that can influence human rights. Therefore, incorporating principles of justice
into the design process is essential and cannot be disregarded.

Citizenship ethics has transitioned into the online realm. It now encompasses more than
just adhering to guidelines. It involves the active duty of both users and service providers to
maintain the well-being of the digital environment. As noted by Choi et al. (2022), digital
citizenship literacy should encompass an understanding of financial rights and responsibilities,
ethical conduct in transactions, and safeguarding personal information. In the realm of FinTech,
ethical citizenship connects business interests with civic principles such as compassion, integrity,
and community support. It transforms the relationship between providers and users from mere
transactions into a mutual obligation.

In FinTech, discussions about sustainability frequently focus solely on profit. A broader
perspective considers environmental, social, and governance factors. As explained by Paulet and
M'Zali (2022), sustainable FinTech merges operational effectiveness with social benefit, which
includes providing financial services to those without bank access. In the absence of citizenship
principles, sustainability runs the risk of becoming a marketing gimmick. A framework that
combines digital responsibility with an all-encompassing sustainability approach is necessary.
This framework should be practical rather than just theoretical.

Indonesia presents these challenges distinctly. While there is extensive smartphone usage,
digital financial literacy is still notably low. Instances of unlawful online lending and the misuse
of data demonstrate the vulnerability of the ecosystem without stringent accountability measures.
Failures in consumer protection primarily arise from inadequate supervision and a deficiency in
ethical accountability among platform operators (Suryono et al., 2021). Solely relying on
regulations is insufficient. A collective understanding among providers is also essential. The
situation in Indonesia reveals how swift adoption can lead to new risks, even while increasing
accessibility.

Recent developments in policy illustrate an increasing focus on these matters. Regulation
No. 40 of 2024 by Otoritas Jasa Keuangan concerning Information Technology-Based Joint
Funding Services establishes requirements for transparency related to electronic systems, credit
assessments, and data safeguarding (Otoritas Jasa Keuangan, 2024). Similarly, Regulation No. 30
of 2025 issued by Otoritas Jasa Keuangan on Governance and Risk Management for Providers of
Financial Sector Technology Innovation demands principles of transparency, accountability,
responsibility, independence, and fairness (Otoritas Jasa Keuangan, 2025). Nevertheless, ongoing
deficiencies persist in tackling issues such as dark patterns, the transparency of algorithms, and the
responsibilities of platform gatekeepers (LPEM FEB UI, 2026). Additionally, another policy brief
emphasizes the risks associated with household debt and the importance of financial literacy in
curbing exploitative lending practices (PRAKARSA, 2020). These publications indicate both
advancements and ongoing challenges.

The existing literature on FinTech predominantly focuses on aspects such as technical
efficiency, cybersecurity, and profit generation. There is limited research investigating how the
principles of digital citizenship can be incorporated into FinTech frameworks. According to Zhang
et al. (2024), there exists a notable disconnect between discussions on digital ethics and their
technical implementation. This research aims to fill that gap. It suggests a comprehensive
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framework that perceives accountability and ethical citizenship not as hindrances to innovation,
but rather as foundational elements of resilience. This framework is informed by both scholarly
research and pertinent policy documents, ensuring it is sound in theory and practical in application.

The importance of the situation is evident. In the period following the pandemic, the growth
of FinTech requires both normative and practical directives. Incorporating digital accountability
alongside ethical citizenship is essential. This is a prerequisite for making sure that advancements
in technology stay aligned with human welfare. This research seeks to establish a sustainable
framework for FinTech that can be embraced by regulators and tech developers to cultivate a
financial system that is transparent, equitable, and responsible.

2. Research Method

This study uses a qualitative exploratory design to formulate a new conceptual framework.
A qualitative approach is appropriate because integrating citizenship ethics into FinTech systems
involves social value construction that cannot be measured numerically (Aspers & Corte, 2021).
The exploratory design helps identify key variables of digital accountability and citizenship ethics
that remain fragmented across technical and social literature. The study also adopts a social
constructivism lens to examine how technology developers and regulators interpret moral
responsibility in digital space. This design allows the researcher not only to describe current
conditions but also to project how FinTech systems should operate (Moser & Korstjens, 2022).

Data gathering was based on a thorough literature review, scrutiny of policy documents,
and additional interviews. The literature review systematically discovered, assessed, and explained
research connected to digital accountability and the sustainability of FinTech within the last five
years (Snyder, 2021). Sources were amassed from Scopus, Web of Science, and Google Scholar
by employing set keywords. The analysis of documents scrutinized standard procedures and ethical
codes in the digital finance industry to determine the extent to which values related to citizenship
ethics have been included in corporate policies (Xiao & Watson, 2023). A total of six policy papers
were reviewed, which included Otoritas Jasa Keuangan Regulation No. 40 of 2024, Otoritas Jasa
Keuangan Regulation No. 30 of 2025, the Policy Brief by the Center for Parliamentary Analysis
from the House of Representatives of the Republic of Indonesia (2023), the Policy Brief issued by
LPEM FEB UI (2026), and the Policy Brief published by PRAKARSA (2020). Each document
was categorized according to four criteria: scope of accountability, expression of citizenship ethics,
integration of ESG, and mechanisms for enforcement. Additional semi-structured interviews were
carried out with a cybersecurity expert and two users of FinTech to validate the insights drawn
from the literature and policy documents. The expert was chosen for their knowledge in digital
financial security and governance in FinTech, while the users were included due to their active
engagement with peer-to-peer lending services. The interviews concentrated on topics such as
algorithmic decision-making, accountability, and transparency. The interview results were
thematically analyzed together with the literature and policy documents.

Data were examined using thematic analysis, in alignment with Braun and Clarke (2022).
This method entailed a structured coding approach that organized information pertaining to
accountability, ethics, and sustainability into defined categories. The coding process progressed
from open coding to selective coding, aiming to uncover connections among variables that would
form elements of the sustainable FinTech framework. Theoretical synthesis then established
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logical connections between digital accountability and citizenship ethics, resulting in propositions
that illustrate how these two concepts mutually strengthen one another within financial system
operations (Kiger & Varpio, 2021). To guarantee credibility, the research employed source
triangulation and periodic internal audits. This triangulation contrasted results from scholarly
articles, government policies, industry standards, and additional interview data, minimizing the
chances of bias towards any one viewpoint (Nowell et al., 2022). Research ethics were upheld by
steering clear of plagiarism and honoring intellectual property rights. Although secondary data was
utilized in the study, ethical standards were maintained by presenting information impartially and
refraining from manipulating results. For the additional interviews, informed consent was secured
and identities were kept confidential. Scholars in digital ethics bear heightened moral
responsibility to ensure their work does not support harmful practices (Stahl & King, 2023).

3. Results and Discussions
3.1. Results
State of Digital Accountability (RQI1)

The initial research inquiry focused on the present condition of digital accountability in the
FinTech sector and the disparity that exists between this accountability and the current regulatory
framework. The examination revealed three interconnected aspects.

Official Adherence Without Ethical Grounding. Accountability within the industry is
viewed primarily as adherence to procedures. Service providers fulfill requirements related to
reporting, data safeguarding, and licensing. Nevertheless, none of the six policy documents
distinctly mandate that providers clarify the reasoning behind automated choices. This leads to a
scenario where providers can assert complete adherence while still lacking meaningful
accountability. The disparity is structural rather than an issue of reporting.

Lack of Clarity in Algorithms. The second aspect pertains to the lack of clarity in automated
decision processes. In instances where a credit application is denied, no justification is given to
the user. This represents not only insufficient information but also a missed chance to contest the
decision. The need for clarity in algorithms constitutes a significant shortfall in the consumer
protection framework in Indonesia (LPEM FEB UI, 2026). The lack of transparency compromises
users' capacity to assert their rights and pursue remedies.

Unequal Positioning of Users. The third aspect highlights the inequality between service
providers and users. Limited digital financial knowledge prevents users from properly assessing
services. Failures in consumer protection are associated with insufficient oversight and unethical
practices among platform operators (Suryono et al., 2021). The divergence between financial
inclusion and financial understanding exacerbates household debt risks, particularly in the realm
of online lending (PRAKARSA, 2020). This inequality illustrates more profound structural
disparities within the digital financial landscape.
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Table 1. Divergence Between Regulatory Framing and Recorded Practice

Aspect Regulatory Framing Recorded Practice
Scope of accountability Financial reporting and procedural Satisfied, not extending to algorithmic
compliance decisions
Explanation of automated Not expressly established as an Generally not provided to users
decisions obligation

Source: Author's analysis (2026)
Conditions for Integrating Citizenship Ethics (RQ2)

The second inquiry focused on how the principles of citizenship ethics can be incorporated
into FinTech systems. Two key themes were identified.

Citizenship Ethics as a Collective Duty. The principles of citizenship ethics should not rest
solely on one entity. The existing literature shows a split on this issue. Some studies position
citizenship ethics as the responsibility of the provider, while others view it as the skill of the user.
This division hinders the development of a unified model due to the interrelated nature of both
components. A user cannot remain informed without a system that delivers clear information.
Conversely, the data offered has no value if the user lacks the ability to comprehend it. Successful
solutions must tackle both elements simultaneously (Buchholz et al., 2023).

From Idealistic Expectations to Measurable Details. Ethical concepts should be
transformed into specific technical requirements early in the system development process (Floridi,
2023). The review indicates that this transformation is infrequently accomplished. Among the
literature focusing on citizenship ethics, only a small fraction provides actionable indicators for
system specifications. The majority conclude with normative suggestions without delving into
technical execution. The disconnect between ideals and practical application is a crucial focus of
the current research.

The Proposed Framework (RQ3)

The third research question asked about the form of the integrative framework. The
synthesis produced a four-pillar hierarchical model.

Table 2. The Two Pillars and Their Empirical Basis

Designation Operational Requirement
Accountability by Design Decision traceability embedded in system architecture
Algorithmic Transparency Explanation intelligible to the user for every automated decision

Source: Author's analysis (2026)
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The framework extends beyond the two pillars shown in the table. The third pillar,
Citizenship Ethics, combines provider conscience with the strengthening of user awareness as
digital citizens. The fourth pillar, ESG Integration, requires social impact to be reported through
measurable indicators rather than narrative. Together, the four pillars form a hierarchical chain in
which each pillar provides the foundation for the subsequent one.

3.2 Discussion

This research focused on the ethics of citizenship and digital accountability in the FinTech
sector through a comprehensive review of 20 articles and 6 policy documents, and it suggested a
cohesive framework aimed at fostering sustainable FinTech systems.

The discrepancy between what is regulated and what is actually implemented pertains to
breadth rather than absence. Service providers may comply with all regulations yet still be unable
to clarify the rationale behind an automated decision. The systems currently in place regard
accountability as a procedural matter instead of providing explanations. Three interconnected
factors were observed: formal accountability, lack of clarity in algorithmic decision-making, and
user inequality. These factors reinforce each other. Collectively, they generate a cycle of mistrust
and obscurity.

Ethics of citizenship cannot be restricted to a single entity. Providers and users are
interdependent. The ethical claims outlined in existing literature are seldom detailed enough for
validation. Only a small fraction of articles achieved this. This emphasizes the need for studies
that transform ethical concepts into explicit, testable criteria.

The suggested framework is built upon four foundational elements: design accountability,
transparency in algorithms, ethics of citizenship, and Environmental, Social, and Governance
aspects. Each element signifies a crucial operational requirement that addresses a recognized
shortcoming. These elements are arranged in a hierarchy. Tackling the third element without the
preceding two would lead to users who understand their rights but lack the ability to exercise them.
The framework depends on collaboration among regulators, service providers, and civil society.
A comparative examination with regional practices illustrates that the principles of the framework
are relevant across various regulatory environments.

The main focus is to transform ethical principles into specific criteria. The significance of
ethics cannot be evaluated through empirical methods, nor can its lack be assessed. However, a
criterion can be assessed, and its nonexistence can be demonstrated. The underlying theory is based
on this concept. Verification of this theory has not yet taken place, and it will be executed with
support from operating systems. The implications for policy are crucial in developing markets,
where quick adoption of FinTech brings both chances and challenges. The framework offers a
guide for regulators, service providers, and community organizations to create a digital financial
ecosystem that is more accountable, transparent, and ethical.

When considered collectively, these results imply significant consequences that extend
beyond Indonesia. The Monetary Authority of Singapore has devised a system prioritizing ethical
Al practices in finance, highlighting principles such as fairness, ethics, accountability, and
transparency (Monetary Authority of Singapore, 2022). In Malaysia, Bank Negara Malaysia has
issued a Policy Document focused on Technology Risk Management that specifies criteria for
algorithmic clarity and safeguarding consumer rights (Bank Negara Malaysia, 2023). The Bank of
Thailand in Thailand has developed a regulatory sandbox intended to encourage FinTech
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advancements, which includes provisions for consumer protection and ethical standards (Bank of
Thailand, 2023). The analysis drawn from these comparisons shows that, despite different
approaches, there is a growing consensus regarding the importance of transparency,
understandability, and consumer safeguarding in FinTech regulation. These regional
implementations indicate that the principles of the framework are relevant across various
regulatory environments.

Furthermore, the framework holds significant practical consequences for developing
markets. The rapid expansion of FinTech is occurring in many emerging economies, often
surpassing the capabilities of current regulatory structures. The absence of robust accountability
mechanisms presents dangers to consumers and can diminish trust in digital financial services. The
emphasis on Accountability by Design within the framework encourages a forward-thinking
approach. Regulators have the opportunity to embed accountability into frameworks from the
outset rather than introducing it later. The four foundational pillars create a common language for
regulators, service providers, and the public, aiding discussions on developing more responsible
and ethical FinTech ecosystems.

Several limitations qualify these findings. This study is mainly based on existing literature
and documentation instead of thorough observation of practices within the industry. The
supplementary interviews offer a degree of empirical support, yet their limited quantity and range
prevent broad applicability. The validation of the framework is incomplete. There have been peer
reviews and preliminary focus group discussions, but there has been no input from regulators thus
far. The body of work was restricted to documents in English and Indonesian. The framework has
not been applied to any functioning system. Future studies might investigate the framework
through a case study of a single provider, create a self-evaluation tool for the four pillars, and
include users as participants in the research.

4. Conclusions

This research focused on the ethics of citizenship and digital accountability in the FinTech
sector through a comprehensive review of 20 articles and 6 policy documents, and it suggested a
cohesive framework aimed at fostering sustainable FinTech systems.

The discrepancy between what is regulated and what is actually implemented pertains to
breadth rather than absence. Service providers may comply with all regulations yet still be unable
to clarify the rationale behind an automated decision. The systems currently in place regard
accountability as a procedural matter instead of providing explanations. Three interconnected
factors were observed: formal accountability, lack of clarity in algorithmic decision-making, and
user inequality. These factors reinforce each other. Collectively, they generate a cycle of mistrust
and obscurity.

Ethics of citizenship cannot be restricted to a single entity. Providers and users are
interdependent. The ethical claims outlined in existing literature are seldom detailed enough for
validation. Only a small fraction of articles achieved this. This emphasizes the need for studies
that transform ethical concepts into explicit, testable criteria.

The suggested framework is built upon four foundational elements: design accountability,
transparency in algorithms, ethics of citizenship, and Environmental, Social, and Governance
aspects. Each element signifies a crucial operational requirement that addresses a recognized
shortcoming. These elements are arranged in a hierarchy. Tackling the third element without the
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preceding two would lead to users who understand their rights but lack the ability to exercise them.
The framework depends on collaboration among regulators, service providers, and civil society.
A comparative examination with regional practices illustrates that the principles of the framework
are relevant across various regulatory environments.

The main focus is to transform ethical principles into specific criteria. The significance of
ethics cannot be evaluated through empirical methods, nor can its lack be assessed. However, a
criterion can be assessed, and its nonexistence can be demonstrated. The underlying theory is based
on this concept. Verification of this theory has not yet taken place, and it will be executed with
support from operating systems. The implications for policy are crucial in developing markets,
where quick adoption of FinTech brings both chances and challenges. The framework offers a
guide for regulators, service provider, and community organizations to create a digital financial
ecosystem that is more accountable, transparent, and ethical.
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