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Abstract

As a higher education institution that operates through open and distance learning, Universitas Terbuka depends
significantly on digital infrastructure to support both its academic activities and student financial transactions.
Students, as active users of digital technology are also vulnerable to various forms of digital fraud, such as
phishing, identity theft, and scams related to social media or financial applications. Early detection of the risk of
digital fraud is essential, allowing institutions to implement preventive strategies and deliver more targeted
education on digital security. This study aims to develop a machine learning predictive model to identify the
potential risk of digital fraud among students at Universitas Terbuka. A supervised machine learning approach
using multiclass Support Vector Machine (SVM) was applied to a dataset collected from UT students who were
actively studying and had reported income or employment status. Relevant features were selected and pre-
processed to train the SVM model for multi-class classification of digital fraud risk levels. The model
demonstrated a good classification performance, indicating that machine learning can effectively support early
detection systems for digital fraud in open and distance learning environments. This study contributes to the
emerging literature on fraud detection in the education sector by applying a Support Vector Machine model
tailored to the context of a large-scale distance learning university.
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Introduction

The internet has become an inseparable part of modern life, especially since the COVID-19 pandemic
accelerated digitalization across various sectors. As of January 2021, there were 4.66 billion active internet users
worldwide, accounting for approximately 59.5% of the global population, with 92.6% accessing the internet via
mobile phones (Zhang, et al., 2025). Alongside the rise in digital activity, cybersecurity risks have also increased.
One of the most common threats is phishing—fraudulent attempts where perpetrators impersonate trusted entities
to obtain sensitive information from victims (Jain & Gupta, 2017). Sectors such as online payment systems, e-
commerce, and social media are particularly vulnerable to these attacks. Many users fall victim due to a lack of
understanding of URL structures, impulsive behavior, and the increasingly convincing appearance of phishing
websites that closely resemble legitimate ones (Zhang, et al., 2025; Volkamer, Renaud, Reinheimer, & Kunz,
2017). This trend is further supported by reports from the Anti-Phishing Working Group (APWGQG), which recorded
a surge in phishing attacks from around 200,000 cases in April 2021 to nearly 385,000 cases in less than a year
(Zhang, et al., 2025).

Students, as part of the productive age group and active users of digital technology, are increasingly vulnerable
to various forms of digital fraud, including phishing, misuse of personal data, and scams through social media and
financial apps. This issue is becoming more relevant considering platforms like Instagram, TikTok, and X—
widely used by younger generations—have become prime targets for digital criminals. PhishLab reported a 103%
increase in phishing attacks on Instagram in 2021 (Qahri-saremi, 2023). Meanwhile, APWG (2023) stated that
22.3% of all phishing attacks in the second quarter of 2023 targeted social media platforms. Demographically,
more than 61.1% of Instagram users are aged 18-34, and TikTok reports that 68.3% of its users fall within the
same age group (Mouncey & Ciobotaru, 2025). Therefore, students—who generally fall within this age range—
require improved digital literacy and early detection capabilities against digital crimes. Low awareness and limited
ability to recognize phishing patterns on social media can make students easy targets for cybercriminals.

However, efforts to mitigate digital fraud risks remain limited and largely reactive. Early detection of digital
fraud risks is crucial for educational institutions to take preventive measures and provide more targeted digital
security education. Most research on digital crime has focused on evaluating user behavior after falling victim to
phishing, as seen in studies by Bera and Dan (2025) and Molinaro and Matthew (2018). These studies are post-
event and do not offer predictive approaches that could be used preventively. On the other hand, some research
has begun to explore early detection of digital fraud risks, although most still rely on conventional statistical
methods. For example, Butavicius et al. (2022) used ANOVA and linear regression techniques to analyze factors
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influencing phishing detection ability. Meanwhile, Lee et al. (2025) developed a phishing detection system based
on ensemble learning with high accuracy. However, their research focused on technical analysis of general
phishing emails, without considering individual user characteristics or demographic factors that may influence
digital fraud risk. Thus, the approach does not address personal dimensions or the context of open and distance
higher education, which features diverse demographics and unique digital vulnerabilities.

Furthermore, a study by Birthriya et al. (2025) attempted to fill this gap by combining classical statistical
approaches such as logistic regression with machine learning algorithms like random forest to predict the
likelihood of individuals falling victim to phishing based on psychographic and demographic data. Although this
approach is more personalized than previous studies, it has not been directed toward building a detection system
specifically for students in online higher education contexts, where students heavily rely on digital technology for
learning, communication, and financial transactions. This condition makes students highly vulnerable to various
forms of digital fraud. Therefore, a significant gap remains in the literature—namely, the absence of studies that
specifically develop early detection models for digital fraud using machine learning, particularly with the Support
Vector Machine (SVM) algorithm, tailored to the context of open and distance higher education institutions. To
the best of the researcher’s knowledge, this is the first study to apply the SVM approach to detect potential digital
fraud risks in large-scale online learning environments such as those operated by Universitas Terbuka.

This study proposes a machine learning method using the Support Vector Machine (SVM) Classifier, which
is known for its effectiveness in data classification and detecting non-linear data patterns (Rizki & Darip, 2025).
SVM also demonstrates better performance in data classification compared to other methods (Maulana, Fahmi,
Imran, & NutrianaHidayati, 2024). The SVM algorithm was used by Eldo et al. to detect fraud in online
transactions, where the data consisted of legitimate and fraudulent transactions. The results showed that SVM
could detect fraudulent transactions with a high accuracy rate of up to 95% (Eldo, Ayuliana, Suryadi, Chrisnawati,
& Judijanto, 2024). SVM also outperformed the Neural Network (NN) method in predicting stock prices saham
(Gunawan, Putri, & Kurniawan, 2024), surpassed the Decision Tree method in sentiment analysis of text data and
breast cancer classification (Rokhman, Berlilana, & Arsi, 2021; Imaduddin, Hermansyah, & Salsabilla, 2021)and
proved more reliable and effective than logistic regression in predicting financial data (Qin, 2021).

In this study, several variables are used to build a predictive model for digital fraud risk among Universitas
Terbuka students, who are part of an open and distance learning higher education institution. These variables
include financial literacy scores and digital financial literacy scores, which reflect students’ understanding of
financial management and digital security, as well as demographic variables such as education, gender, age,
occupation, income, marital status, and work experience. Data were collected from active students with
employment or income status and then used in a machine learning approach based on Support Vector Machine
(SVM) to classify the level of digital fraud risk. By considering these factors, the model aims to enable early risk
detection so that the university can develop preventive strategies and provide more targeted digital security
education.

This study aims to develop a predictive model capable of accurately and adaptively identifying potential digital
fraud among students. The results of this research are expected to serve as a foundation for developing policies to
enhance digital security literacy within open higher education environments, particularly among students.

Methods

This study utilized data collected from 450 Universitas Terbuka (UT) students through a structured
questionnaire designed to measure indicators relevant to predicting digital fraud risk. The indicators include
financial literacy score, digital financial literacy score, highest education level, gender, age, work profile, income,
marital status, and work experience. The variable used in this study can be seen in Table 1. The questionnaire was
validated and deemed reliable, supported by significant Pearson correlation values and a Cronbach’s Alpha of
0.665. According to Sugiyono, a Cronbach’s Alpha value above 0.6 indicates acceptable reliability.

Table 1 Operational Variables

Symbol Name of Variable Type of Data

Y Digital Fraud Risk Categoric with 3 levels:
e Low
¢ Medium
e High

X, Financial Literacy Score Integer

X, Digital Financial Literacy Score Integer

X; Highest Education Level Categoric with 4 levels:
e Secondary
e Diplomas
¢ Bachelors
e Masters
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Symbol Name of Variable Type of Data
X, Gender Categoric with 2 levels:
e Male
e Female
X Age Integer
X Work Profile Categoric with 9 levels:
e Employee
Self-employed
Teacher
Civil servant
Freelancer
Admin
Laborer
Internship
Others
X, Income Integer
Xg Marital Status Categoric with 3 levels:
e Unmarried
¢ Divorced
e Married
X Professional Experience Integer

Prior to analysis, the data underwent preprocessing steps such as handling missing values, transforming
variables, and standardizing the dataset. Descriptive statistics were then applied to explore the data distribution
and characteristics. The predictive modeling was conducted using the Support Vector Machine (SVM) classifier
to categorize students based on their risk level of becoming victims of digital fraud. SVM is a classification
technique that identifies the optimal hyperplane to separate data classes, where the best hyperplane is defined by
the largest margin—the shortest distance between the data points and the hyperplane. The data points closest to
the hyperplane are known as support vectors (James, Witten, Hastie, & Tibshirani, 2013; Amelia, Soleh, &
Rahardiantoro, 2022).

The stages of this research are carried out as follows:

1. Data collection, from Universitas Terbuka students.

2. Data preprocessing, including checking for missing values, transforming character data type into categorical
format, and standardizing the data.

3. Exploratory data analysis, using descriptive statistics to understand the data distribution and characteristics.

4. Splitting the dataset, into training and testing sets with various ratios (90:10, 80:20, 70:30, 60:40, and 50:50).

5. Modeling using Support Vector Machine (SVM) with a one-against-one approach for both linear and non-
linear models, followed by performance evaluation.

6. Selecting the best-performing SVM model based on evaluation metrics.

7. Predicting digital fraud potential using the selected model.

8. Providing recommendations and offering suggestions for targeted digital education initiatives.

Results and Discussions

The dataset underwent a preprocessing procedure, which confirmed the absence of missing values.
Additionally, six predictor variables initially formatted as character types were systematically converted into
categorical variables and subsequently encoded into numerical form. Following this transformation, data
standardization was performed to ensure uniformity across all variables for subsequent analysis.

Table 2 Original Data
i Y X X, X X, Xs X6 X, Xg X,
1 Medium 6 5 Secondary ~ Female 24 Admin 1200000 Unmarried 13
2 High 5 4 Secondary ~ Female 22 Admin 1500000 Unmarried 24
3 Low 4 5 Secondary ~ Female 19 Admin 3000000 Unmarried 3
450 High 6 5 Bachelors Male 28 Self-employed 8000000 Unmarried 60
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Table 3 Standardized Data

i Y X1 X, X; X, Xe Xe X, Xg X,
1 Medium 0.012 1.132  Secondary Female -0.055 Admin -0.766 Unmarried -0.531
2 High -1.080 -0.006 Secondary Female -0.468 Admin -0.679 Unmarried -0.277
Low -2.172  1.132  Secondary Female -1.087 Admin -0.243  Unmarried -0.762

450 High 0.012 1.132 Bachelors  Male 0.770  Self-employed 1.211  Unmarried 0.555

The pie chart presents the percentage distribution of dependent variables associated with digital fraud risk
among students. It categorizes individuals into three risk levels: low, middle, and high. The largest portion of the
chart, shaded in dark orange, represents the low-risk group, indicating that the majority of respondents fall into
this category. A smaller segment, colored in medium orange, corresponds to the middle-risk group, while the
smallest portion, shown in light orange, represents the high-risk group. This pie chart suggests that although most
students are considered to have a low potential for becoming victims of digital fraud, a notable proportion still
falls into moderate and high-risk categories, highlighting the need for targeted digital security education.

18,44%
= Jlow
10,89% = middle
high

Figure 1 The Distribution of Digital Fraud Risk Among Students

To evaluate the performance of the Support Vector Machine (SVM) model, the dataset consisting of 450
observations was divided into training and testing sets using various proportions. Five different splitting ratios
were applied: 90:10, 80:20, 70:30, 60:40, and 50:50. Under the 90:10 split, 405 records were used for training and
45 for testing. The 80:20 split allocated 359 records for training and 91 for testing. The 70:30 configuration used
315 training records and 135 testing records, while the 60:40 split involved 270 training and 180 testing records.
Lastly, the 50:50 split evenly distributed the data, with 225 records each for training and testing. Among these
configurations, the selected data partition was the one that yielded the best performance on the testing data,
ensuring optimal model generalization and predictive accuracy.

Table 4 Data Split
Split Ratio Training Data Testing Data

90:10 405 45

80:20 359 91

70:30 315 135

60:40 270 180

50:50 225 225

Table 5 Accuracy Performance of SVM Models Across Different Data Splits and Kernel Type
Split Linear Polynomial RBF Sigmoid
Ratio Train Test Train Test Train Test Train Test
90:10 0.7111 0.6889 0.7111 0.7111 0.7062 0.7111 0.684  0.6889
80:20 0.7103 0.7033 0.7131 0.7033 0.7075 0.7033 0.688  0.6813
70:30 0.7111 0.7037 0.7111 0.7037 0.7079 0.7037 0.6889 0.6815
60:40 0.7074 0.7056 0.7074 0.7056 0.7074 0.7056  0.6852  0.6889
50:50 0.7067 0.7067 0.7067 0.7067 0.7067 0.7067 0.6889 0.6978
Average 0.7093 0.7016 0.7099 0.7061 0.7071 0.7061  0.6870 0.6877
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Figure 2 SVM Multiclass Accuracy Comparison Based on Data Split

The performance evaluation of the multiclass SVM model across different data split ratios and kernel types
reveals that the polynomial and RBF kernels consistently achieved the highest testing accuracy, particularly under
the 90:10 split ratio, where both reached an accuracy of 0.7111. This supports the notion that a larger training
dataset contributes to better model generalization and predictive performance, as suggested by Nugroho (2022).
Among these, the polynomial kernel slightly outperformed RBF in terms of average testing accuracy across all
splits (0.7061 vs. 0.7061, with polynomial showing more consistent results). This finding aligns with previous
studies indicating that the polynomial kernel often yields superior classification performance compared to RBF in
certain contexts (Muflikhah, Haryanto, Soebroto, & Santoso, 2018).

Table 6 Confusion Matrix for Training Data

Prediction
Actual Low Medium High
Low 286 0 0
Medium 74 1 0
High 43 0 1

Table 7 Confusion Matrix for Testing Data

Prediction
Actual Low Medium High
Low 32 0 0
Medium 8 0 0
High 5 0 0

The results of the Support Vector Machine (SVM) classifier in predicting digital fraud risk levels among
Universitas Terbuka students show a strong tendency toward classifying observations into the low-risk category.
As seen in the confusion matrix for the training data, the model correctly classified 286 students as low risk, while
misclassifying 74 medium-risk and 43 high-risk individuals into the same category. Only one observation each
was correctly classified as medium and high risk, indicating a significant imbalance in classification performance
across categories. A similar pattern is observed in the testing data, where 32 students were correctly predicted as
low risk, but 8 medium-risk and 5 high-risk individuals were also misclassified as low risk. No observations were
classified into the medium or high categories during testing.

These results suggest that while the model performs well in identifying low-risk individuals, it struggles to
distinguish between medium and high-risk categories, likely due to class imbalance in the dataset. This limitation
is common in multiclass classification problems, especially when one class dominates the data distribution.
Despite this, the overall testing accuracy achieved by the polynomial and RBF kernels under the 90:10 split ratio
remains the highest, indicating that these kernels are more effective in generalizing the model to unseen data.

Given the model’s tendency to favor the majority class, future research should consider techniques such

58



The 8™ International Seminar on Business, Economics, Social Science, and
Technology (ISBEST) 2025

e-ISSN 2987-0461

Vol. 5 No. 1 (2025)

as resampling (oversampling minority classes or undersampling the majority class, class weighting, or ensemble
methods to improve classification performance across all risk levels. Additionally, incorporating parameter
tuning and feature importance analysis may further enhance the model’s ability to detect digital fraud risk more
accurately and equitably across diverse student profiles.

Conclusion

The model demonstrated a good classification performance, indicating that machine learning can effectively
support early detection systems for digital fraud in open and distance learning environments. This study
contributes to the emerging literature on fraud detection in the education sector by applying a Support Vector
Machine (SVM) classifier tailored to the context of a large-scale distance learning university, namely Universitas
Terbuka.

Despite achieving high accuracy, particularly with the polynomial and RBF kernels under the 90:10 data split,
the model showed a tendency to overpredict the low-risk category, as reflected in the confusion matrix. This
highlights a limitation in distinguishing medium and high-risk individuals, likely due to class imbalance in the
dataset. To address this, future research is recommended to apply resampling techniques like SMOTE to balance
the class distribution. Implement hyperparameter tuning to optimize SVM performance, especially for the
polynomial kernel is recommended. Also, expand the dataset and include additional behavioral or psychographic
variables to improve model robustness. These recommendations aim to enhance the predictive capability and
practical utility of machine learning models in safeguarding students from digital fraud in increasingly digital
learning environments.
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