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Abstract 

 

This study brings together digital technology adoption, digital governance, Islamic financial 

literacy, and social responsibility to explain how Islamic micro, small, and medium enterprises 

(MSMEs) in Indonesia can build economic resilience. Digital technology adoption is treated as 

the primary technological driver; digital governance as a multi-level condition that can moderate 

the technology–resilience relationship; Islamic financial literacy as a mediating capability; and 

social responsibility as a moderating relational condition. By connecting literatures that are often 

examined separately, the study addresses an integration gap across research on digitalization, 

financial literacy, responsible business, goversnance, and resilience. An integrative literature 

review and conceptual synthesis were used to identify recurring constructs, theoretical 

mechanisms, boundary conditions, and relationships relevant to Islamic MSMEs. The analysis 

draws on digital transformation, dynamic capabilities, digital governance, Islamic financial 

literacy, stakeholder responsibility, Islamic ethical principles, and organizational resilience. The 

literature indicates that digital technology adoption can widen market access, improve operational 

flexibility, strengthen information processing, and support business continuity, but its 

contribution to resilience depends on complementary capabilities and institutional conditions. 

Digital governance can strengthen the technology–resilience link by improving transparency, 

accountability, access, interoperability, and trust. Islamic financial literacy can help entrepreneurs 

turn digital financial access into informed and Sharia-consistent decisions, while social 

responsibility can reinforce the relational resources needed to adapt. These mechanisms are 

integrated in the Responsible Digital Resilience Model and expressed in four propositions for 

future empirical testing. 

Keywords: Digital Governance, Digital Technology Adoption, Economic Resilience, Islamic 

Financial Literacy, Responsible Digital Resilience. 

 

INTRODUCTION 

Digitalization has changed how MSMEs reach customers, manage transactions, 

access finance, and respond to disruption. For small firms, digital transformation involves 

more than adopting new tools; it also requires changes in processes, capabilities, and 

stakeholder relationships [1], [2]. At the same time, digital adoption can create risks 

related to data protection, fraud, cybersecurity, information asymmetry, platform 

dependence, and unequal digital capability [3], [4]. Resilience therefore depends on how 

effectively firms combine technology with sound governance and organizational 

capabilities. 

Indonesia provides a useful setting for examining these issues because MSMEs 
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operate across diverse sectors and levels of formality. Digital payments, e-commerce, and 

related technologies can help firms maintain operations during disruption, but access to 

technology does not by itself ensure responsible or resilient use [4], [5]. 

Islamic MSMEs face additional considerations because business decisions may be 

assessed through Islamic principles concerning fairness, transparency, trustworthiness, 

and social welfare. In this paper, "Islamic MSMEs" refers to micro, small, and medium 

enterprises that are owned and operated by Muslims and whose business decisions are 

guided by Islamic principles, including the avoidance of riba (usury), gharar (excessive 

uncertainty), and haram (prohibited) transactions, as well as the pursuit of fairness, 

transparency, and social welfare in business conduct. Islamic financial literacy is relevant 

to how business owners evaluate digital financial products. Indonesian evidence links 

Islamic financial literacy with financial behavior and well-being among MSMEs [6], [7]. 

Digital financial inclusion without adequate literacy may expand access without ensuring 

Sharia-consistent decisions. 

A further layer is digital governance, understood here as the institutional 

arrangements, rules, data practices, and accountability mechanisms that shape how digital 

systems function. Research on digital government describes a shift from digitization 

toward broader transformation and contextualized governance [8], while the OECD 

emphasizes openness, user orientation, and inclusion [3]. 

Economic resilience is the outcome of interest and is understood in terms of 

anticipation, coping, and adaptation [9]. Digital transformation can support these 

capabilities, although its effects vary across organizational settings [10], [11], [12]. Social 

responsibility may also strengthen the trust and relational resources that firms can draw 

on when uncertainty disrupts normal operations [13], [14]. 

Taken together, the literature remains fragmented. Research on digital governance 

often focuses on public administration, whereas studies of MSME resilience tend to 

emphasize technology or firm-level capabilities. This study therefore asks how these 

strands can be brought together into a coherent explanation of economic resilience among 

Islamic MSMEs in Indonesia. Its central argument is that resilience is more likely when 

technology adoption is accompanied by trustworthy governance, informed financial 

decision-making, and responsible stakeholder conduct. 

 

Digital Transformation and Technology Adoption 

Digital transformation involves changes in organizational processes and value 

creation enabled by information, computing, and connectivity technologies [1]. For 

SMEs, digital tools can open new channels and improve operational flexibility [5]. 

Adoption, however, should be distinguished from transformation: adoption concerns the 

uptake and use of technology, whereas transformation involves broader changes in 

capabilities and value creation. A firm may, for instance, use digital payments without 

developing the strategic capabilities needed to realize their full value. 

 

Dynamic Capabilities Perspective 

Dynamic capabilities provide the main theoretical bridge between digital technology, 

governance, responsible decision-making, and economic resilience. Teece describes them 

in terms of sensing opportunities and threats, seizing opportunities, and reconfiguring 
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assets and routines [21]. In this framework, digital technology adoption primarily 

supports sensing and seizing by expanding access to information, markets, transactions, 

and alternative channels. Islamic financial literacy strengthens these capabilities by 

helping entrepreneurs interpret digital financial information and make more informed 

resource-allocation decisions. Digital governance supports reconfiguration by reducing 

information frictions, strengthening accountability, and improving the reliability of 

digital infrastructures, while social responsibility supports reconfiguration by preserving 

stakeholder relationships and relational resources during disruption. These mappings 

provide the theoretical basis for the four propositions and connect them to established 

dynamic-capabilities research [15]. 

The proposition logic follows directly from these theoretical mappings. Proposition 

1 links digital technology adoption to resilience because digital tools expand the firm's 

ability to sense change, seize opportunities, and reconfigure operating processes. 

Proposition 2 predicts moderation because governance shapes whether digital resources 

can be used within a transparent, trusted, interoperable, and accountable environment. 

Proposition 3 predicts mediation because Islamic financial literacy helps convert digitally 

enabled financial access into informed sensing and seizing decisions. Proposition 4 

predicts moderation because social responsibility strengthens the stakeholder 

relationships and legitimacy that support reconfiguration during disruption. 

 

Digital Governance 

Digital governance is conceptualized as a multi-level enabling condition surrounding 

digital technologies. At the macro level, it refers to government policies, regulatory 

frameworks, public digital infrastructure, service standards, and institutional 

arrangements that shape the digital business environment [3], [7]. At the micro level, it 

refers to the internal governance practices through which MSMEs manage digital 

platforms, data, accountability, risk, and stakeholder relationships [16]. The two levels 

are analytically distinct but conceptually complementary: macro governance shapes the 

external conditions in which digitalization takes place, while micro governance shapes 

the firm's capacity to use those conditions responsibly. For conceptual parsimony, the 

model treats digital governance as a higher-order enabling condition and examines its 

moderating effect on the digital technology adoption–economic resilience relationship. 

Future empirical work should operationalize the macro- and micro-level components 

separately. 

 

Islamic Financial Literacy 

Islamic financial literacy refers to the knowledge, skills, attitudes, and confidence 

needed to make financial decisions consistent with Islamic principles. For MSME 

owners, it shapes how they evaluate financing options, digital payment products, record-

keeping practices, risk, and financial planning. Indonesian evidence links Islamic 

financial literacy with financial behavior and MSME financial well-being [6], while other 

research relates it to financial inclusion and self-efficacy [7]. In the present framework, 

literacy is treated as a capability that helps translate digital financial access into more 

informed and responsible financial decisions. 
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Social Responsibility Orientation 

Social responsibility concerns the extent to which business decisions take account of 

social, environmental, employee, customer, and community interests. A stakeholder-

oriented approach can strengthen relationships that become particularly valuable during 

periods of uncertainty. Meta-analytic evidence reports positive links between social 

responsibility and SME performance [14]. Recent evidence also suggests that corporate 

social responsibility, digital technologies, and entrepreneurship can reinforce 

organizational resilience [13]. 

For Islamic MSMEs, these practices can be interpreted through foundational Islamic 

ethical and maqasid-oriented principles. Amanah (trustworthiness) implies responsible 

stewardship of resources and obligations; 'adl (justice) calls for fairness in transactions 

and treatment of stakeholders; ihsan (benevolence and excellence) encourages 

responsible conduct beyond minimum compliance; and maslahah (public benefit) directs 

business activity toward broader welfare. These principles are consistent with the Islamic 

development and public-interest orientation discussed by Chapra [2] and the maqasid-

based reasoning associated with al-Ghazali [17]. Accordingly, the Islamic dimension is 

treated here not as a symbolic label, but as a normative mechanism that shapes how 

technology, finance, governance, and stakeholder responsibility should be exercised in 

Islamic MSMEs. 

 

Economic Resilience 

Economic resilience refers to an enterprise's capacity to anticipate disruption, 

maintain or restore operations, adapt its business model, and sustain economic viability 

[9]. From a capability-based perspective, anticipation, coping, and adaptation are closely 

connected. Resilience therefore involves both continuity and transformation: a resilient 

MSME can learn from disruption and reconfigure its resources, processes, and 

relationships while remaining economically viable. 

 

METHOD 

This study adopts a qualitative conceptual design based on an integrative literature 

review and conceptual synthesis. The design is appropriate for the study's purpose of 

developing an integrated explanatory framework rather than estimating relationships with 

primary survey data. The unit of analysis is the conceptual relationship among digital 

technology adoption, digital governance, Islamic financial literacy, social responsibility 

orientation, and economic resilience in Islamic MSMEs in Indonesia. 

The literature search covered peer-reviewed journal articles, scholarly books, and 

institutional reports published from 2017 to 2026, while older seminal works were 

retained when needed to establish theoretical foundations. Searches were conducted in 

Scopus, Web of Science, and Google Scholar using combinations of “digital governance”, 

“digital government”, “digital transformation”, “digital technology adoption”, 

“SME/MSME resilience”, “Islamic financial literacy”, “Islamic financial behavior”, 

“social responsibility”, and “Indonesia”. Sources were screened for relevance to at least 

one focal construct, with peer-reviewed studies prioritized for theoretical and empirical 

claims. Because digital governance is inherently multi-level, the synthesis distinguished 

macro-level institutional evidence from micro-level organizational evidence while 

retaining their conceptual connection within the proposed model. 
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The synthesis proceeded in three stages. First, recurring constructs and definitions 

were identified. Second, the evidence was organized around the technology–resilience, 

governance–digitalization, literacy–decision-making, and responsibility–resilience 

relationships. Third, these relationships were integrated through dynamic capabilities and 

organizational resilience perspectives. The resulting propositions are conceptual because 

no primary data were collected. 

Quality control emphasized recent scholarly publications, authoritative foundational 

works, and sources with clear theoretical or empirical contributions. The resulting 

framework was then checked for conceptual consistency, alignment between constructs 

and propositions, and traceability between claims and citations. 

 

Table 1. Core Constructs and Their Conceptual Roles 

Construct 
Conceptual 

meaning 
Role in framework 

Indicative 

dimensions 

Key 

Sources 

Digital 

Technology 

Adoption 

Use and 

integration of 

digital 

financial, 

marketing, 

commerce, 

accounting, and 

communication 

technologies. 

Primary 

technological driver 

enabling sensing, 

seizing, and 

reconfiguration. 

Digital 

payments; e-

commerce; 

digital 

accounting; 

digital 

marketing; 

digital 

information 

systems. 

[1], [3], 

[18] 

Digital 

Governance 

Governance 

arrangements 

that make 

digital systems 

transparent, 

accountable, 

inclusive, 

trusted, and 

responsive. 

Multi-level 

enabling/moderating 

condition shaping 

whether digital 

resources can be 

governed and 

reconfigured. 

Transparency; 

accountability; 

data 

governance; 

access; 

interoperability; 

trust. 

[4], [8], 

[16] 

Islamic 

Financial 

Literacy 

Knowledge, 

skills, attitudes, 

awareness, and 

confidence for 

Sharia-

consistent 

financial 

decisions. 

Mediating 

capability 

translating digital 

financial access into 

Sharia-consistent 

sensing and 

decision-making. 

Knowledge; 

skills; 

awareness; 

confidence; 

responsible 

financial 

behavior. 

[6], [7] 

Social 

Responsibility 

Orientation 

toward 

stakeholder 

welfare and 

ethical, social, 

Relational 

capability and 

moderating 

condition 

strengthening 

Employees; 

customers; 

community; 

environment; 

ethical conduct. 

[2], [13], 

[14] 
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Construct 
Conceptual 

meaning 
Role in framework 

Indicative 

dimensions 

Key 

Sources 

and 

environmental 

consequences 

of business 

decisions. 

stakeholder trust, 

legitimacy, and 

reconfiguration. 

Economic 

Resilience 

Capacity to 

anticipate, cope 

with, recover 

from, and adapt 

to disruptions 

while 

maintaining 

economic 

viability. 

Primary outcome of 

the conceptual 

framework. 

Anticipation; 

continuity; 

recovery; 

adaptation; 

learning; 

viability. 

[9], [10], 

[11] 

(Source: Author's analysis based on the reviewed literature) 

 

RESULTS AND DISCUSSION 

Digital Technology Adoption as a Driver of Economic Resilience 

The synthesis suggests that digital technology adoption is best understood as a 

foundation for resilience rather than a guarantee of it. Digital payments can reduce 

reliance on cash; e-commerce can help maintain customer access when physical channels 

are disrupted; digital accounting can improve record keeping; and digital marketing can 

broaden market reach [18]. Together, these functions can strengthen anticipation, coping, 

and adaptation by improving information availability, operational flexibility, and market 

diversification [10], [13]. Their contribution, however, depends on the capabilities of the 

firms using them. 

The literature also indicates that firms need adequate skills, managerial capabilities, 

and preparation to realize the benefits of digital transformation [5]. Indonesian evidence 

further suggests that technology adoption can improve Industry 4.0 readiness even when 

its immediate effects on performance are not consistently strong [19]. 

The technology–resilience relationship is therefore contingent rather than automatic. 

It is likely to be weaker when MSMEs face limited digital literacy, poor infrastructure, or 

weak managerial capability [4], [5]. The benefits may also vary with the maturity and 

inclusiveness of the surrounding digital ecosystem. In some cases, adoption may first 

improve operational readiness and only later translate into observable performance gains 

[17], [20]. These conditions support treating digital adoption as a foundational capability 

rather than a sufficient condition for resilience. 

Proposition 1. Digital technology adoption contributes positively to economic 

resilience among Islamic MSMEs by strengthening sensing, seizing, and reconfiguration 

through improved market access, information availability, operational flexibility, and 

process redesign, subject to adequate organizational capabilities. 
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Digital Governance as an Enabling Mechanism 

Digital governance adds an institutional dimension to the technology–resilience 

relationship. Without transparency, accountability, data protection, and accessible 

services, digitalization can produce uneven benefits and introduce additional risks. By 

contrast, transparent licensing, interoperable platforms, reliable payment infrastructure, 

and clear rules for data use can strengthen confidence in digital systems [3], [8]. 

The OECD framework emphasizes government that is open by default, user-driven, 

and inclusive [3]. These principles matter for MSMEs because the quality of digital public 

services can affect transaction costs and information asymmetry. Recent Indonesian 

studies also link digital governance with MSME transformation [16] and public-value co-

creation [20]. 

The evidence also points to an important boundary condition: regulation does not 

become beneficial simply because it exists. Fragmented rules, weak interoperability, 

inaccessible public services, or burdensome compliance requirements can reduce the 

value created by digitalization. In contrast, transparent and user-oriented institutional 

arrangements can reduce information asymmetry and transaction frictions, while internal 

governance practices determine whether firms can turn external digital opportunities into 

disciplined processes [3], [17], [20]. The proposed moderating effect of digital 

governance therefore depends not merely on whether governance mechanisms are 

present, but on their quality, coherence, and alignment with the needs of digitalized 

MSME operations. 

Proposition 2. Digital governance positively moderates the relationship between 

digital technology adoption and economic resilience among Islamic MSMEs by 

improving transparency, accountability, access, interoperability, trust, and the quality of 

the digital business environment. 
 

Islamic Financial Literacy as a Mediating Capability 

Digital financial technology can expand access to payments, financing, and 

accounting, but access alone does not ensure effective use. Islamic financial literacy gives 

entrepreneurs the interpretive capability needed to assess products, understand costs and 

risks, and make Sharia-consistent decisions [6], [7]. 

The mediating logic is supported conceptually by evidence linking Islamic financial 

literacy with financial behavior, financial well-being, financial inclusion, and financial 

self-efficacy [6], [7]. At the same time, the existing literature does not by itself establish 

a full mediation effect between broad digital technology adoption and resilience. The 

proposed mechanism is therefore deliberately bounded: Islamic financial literacy is 

expected to matter most when digitalization gives entrepreneurs meaningful access to 

financial products, payment systems, records, or financing choices that require 

interpretation of costs, risks, and Sharia compliance. Where digital access is weak or 

financial products are highly constrained, the indirect pathway may be smaller. 

Proposition 3. Islamic financial literacy mediates the relationship between digital 

technology adoption and economic resilience by translating digitally enabled financial 

access and information into Sharia-consistent financial decision-making, planning, and 

risk awareness. 
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Social Responsibility as a Resilience Mechanism 

Social responsibility can complement these mechanisms because MSMEs are 

embedded in relationships with employees, customers, communities, and public agencies. 

Responsible practices may strengthen the trust and relational resources that become 

particularly valuable during disruption [13], [14]. 

The evidence on social responsibility is encouraging, but it should not be read as 

uniformly positive. Meta-analytic research links corporate social responsibility with SME 

performance [12], and recent evidence suggests that responsibility, digital technologies, 

and entrepreneurship can jointly strengthen organizational resilience [13]. At the same 

time, the resilience value of responsibility depends on whether responsible practices build 

durable trust and legitimacy without creating resource demands that materially weaken 

short-term viability. For Islamic MSMEs, amanah, 'adl, ihsan, and maslahah provide a 

normative basis for sustaining stakeholder commitments, making social responsibility a 

relational capability rather than simply a philanthropic activity [2], [18]. 

Proposition 4. Social responsibility orientation positively moderates the relationship 

between digital technology adoption and economic resilience among Islamic MSMEs by 

reinforcing stakeholder trust, legitimacy, relational resources, and adaptive capacity. 

 

Integrating the Constructs: A Responsible Digital Resilience Model 

The four propositions form a connected model rather than a set of parallel predictors. 

Digital technology adoption provides the technological foundation and a direct route to 

resilience. Islamic financial literacy describes an indirect route through which digital 

financial access can become informed and Sharia-consistent decision-making. Digital 

governance shapes the strength of the direct technology–resilience relationship through 

the quality of macro- and micro-level governance, while social responsibility shapes that 

same relationship through stakeholder trust, legitimacy, and relational resources. Figure 

1 brings these direct, mediated, and moderating mechanisms together in the Responsible 

Digital Resilience Model. 

 

 
Figure 1. Proposed Conceptual Framework 

(Source: Author's analysis based on the reviewed literature) 
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Note: Solid arrows indicate proposed direct or mediated pathways. Dashed arrows 

terminate on the digital technology adoption–economic resilience path and indicate 

enabling/moderating conditions. Digital governance and social responsibility are 

conceptualized as moderators of the technology–resilience relationship, while Islamic 

financial literacy is the mediating capability. Dynamic capabilities (sensing, seizing, and 

reconfiguring) provide the theoretical mechanism linking the focal constructs to 

resilience. 

 

Theoretical Implications 

The framework makes four main theoretical contributions. First, it connects digital 

transformation with digital governance by treating public and internal governance as 

analytically distinct but complementary influences on the value created by digitalization. 

Second, it reframes Islamic financial literacy as an operational capability that can convert 

digital financial access into responsible and Sharia-consistent decisions. Third, it treats 

social responsibility as a relational and legitimacy resource that can support adaptive 

capacity while recognizing the resource constraints that may limit its contribution. Fourth, 

it brings these relationships together through dynamic capabilities: digital technology 

supports sensing and seizing, governance supports reconfiguration, financial literacy 

strengthens informed sensing and seizing, and social responsibility supports stakeholder-

based reconfiguration. 

The constructs therefore perform different theoretical functions. Technology 

provides digital means; governance shapes the enabling and moderating conditions; 

financial literacy provides the decision-making mechanism through which digital 

financial access can contribute to resilience; and social responsibility strengthens the 

relational conditions under which reconfiguration becomes possible. This differentiation 

reduces overlap among constructs and makes the propositions more amenable to 

empirical testing. It also avoids treating digitalization as inherently beneficial by 

specifying the governance, capability, and stakeholder conditions under which digital 

opportunities are more likely to produce resilient outcomes. 

 

Practical and Policy Implications 

For policymakers, MSME digitalization programs should combine technology access 

with governance, skills, and responsibility rather than treating access as an end in itself. 

Support can include accessible digital public services, interoperable platforms, and 

practical training [3], [21]. At the macro level, governments should ensure that digital 

infrastructure is inclusive and responsive to MSME needs; at the micro level, MSME 

associations and support organizations can help firms build internal governance 

capabilities. 

For Islamic financial institutions, digital products should be accompanied by 

practical Islamic financial literacy programs addressing financing, risk, and record-

keeping [6], [7]. These programs should incorporate Islamic ethical principles (amanah, 

'adl, ihsan, maslahah) to ensure alignment with Sharia values. 

For MSME owners, a staged approach is appropriate: choose technologies that 

address concrete business problems, establish reliable routines for data and records, 

strengthen financial literacy, and institutionalize responsible practices toward 

stakeholders. 
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Future Empirical Testing 

The framework now calls for empirical testing with operational definitions that 

preserve the distinctions proposed here. Future studies could measure digital technology 

adoption, Islamic financial literacy, economic resilience, and social responsibility at the 

firm level, while representing digital governance through separate macro-level 

institutional indicators and micro-level governance practices before testing its moderating 

effect on the technology–resilience relationship. Mediation analysis should examine 

whether Islamic financial literacy transmits the effect of digital technology adoption to 

resilience, whereas interaction terms or multi-group approaches can be used to test the 

moderation proposed for digital governance and social responsibility. Differences by firm 

size, sector, region, and digital maturity could also be examined. 
 

CONCLUSION 

This study developed an integrated framework linking digital technology adoption, 

digital governance, Islamic financial literacy, social responsibility, and economic 

resilience among Islamic MSMEs in Indonesia. The synthesis suggests that digital 

technologies can support resilience by expanding market access, improving operational 

flexibility, and enabling new business models, but these benefits remain dependent on 

organizational capability and the surrounding governance environment. 

Digital governance is treated as a multi-level enabling condition that can moderate 

the technology–resilience relationship; Islamic financial literacy serves as a mediating 

capability through which digitally enabled financial access can support informed and 

Sharia-consistent decisions; and social responsibility serves as a moderating relational 

condition that strengthens stakeholder resources for adaptation. Together, these 

relationships form the Responsible Digital Resilience Model, grounded in dynamic 

capabilities and Islamic ethical principles. 

The main contribution is conceptual integration, with a clear distinction among 

direct, mediated, and moderating mechanisms. Four propositions are advanced for 

empirical testing. The study remains limited by its conceptual design and by the need to 

validate the proposed multi-level governance construct empirically. Future research 

should therefore test the proposed mediation and moderation effects with primary data, 

operationalize macro- and micro-level digital governance separately, and examine how 

the relationships vary by firm size, sector, region, and digital maturity. 
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